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As old as Human Civilization...




A Simple Idea with Great Success...




The unbreakable code...?




Great Trust in Great Numbers...
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What Quantum Physics taketh away...
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. Quantum Physics bringeth back

Claudio Munoz



CHAPTER 1
A brief Introduction to One-Time-Pads



Truly unbreakable...

Binary Addition

0 & 0 = 0
0 &6 1 = 1
1 & 0 = 1
1 & 1 = 0



Truly unbreakable...

Binary Addition

= = O O

D

D
D
D

0
1
0
1

O = = O

Alice

Message ~——»

0110111000160

Key —  +® 110100111100

Encrypted 4r

1011110111160




Truly unbreakable...

Binary Addition

= = O O

D

D
D
D

0
1
0
1

O = = O

Message

Key

Encrypted

Encrypted

Key

Message

Alice

_—

_—

L

0110111000160
B LIUlafllliio

101111011110

Bob

L

101111011110
@& 110100111100

011011100010




How do we get the Key safely from Alice to
Bob...?



CHAPTER 2
A brief Introduction to Quantum Physics



Superpositions, the first weird thing...

Classical Physics
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The Spin, as ‘Quantum’ as it gets...
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The Spin, as ‘Quantum’ as it gets...
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Measurements, the second weird thing...
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Measurements, the second weird thing...
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It just gets a tiny bit weirder...

Particles can ‘spin’ in different directions...
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It just gets a tiny bit weirder...
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That is it. That is all you need.



CHAPTER 3
Quantum Cryptography



BB84 Protocol (Idea)
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Single
Particle
Source

Alice

Bob

1. Randomly choose
basis

2. Prepare in random
state

3. Transmit through Quantum
Channel

4. Randomly choose
basis

5. Measure

0}z 1)z

0)x 1) x

: 10) 2
1)z
10) x

1) x

Eve?

0)z[1) —>

0)x[Vx ——




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice

\ / —
Preparation, transmission and
measurement of quanta
X X
- g
Classical 1 1
Channel




BB84 (Procedure)

Alice

/ 2o
Preparation, transmission and
measurement of quanta

X X

1 1

y

Presence of Eve proven, start
a physical search

|

Start over




BB84 (Procedure)

Alice Bob
\ Preparation, transmission and /
measurement of quanta
Z | X | Z | X | X|X X X
- g
1 1 1 0 1 0 Classical 1 1
Channel




BB84 (Procedure)

Alice

/ 2o

Preparation, transmission and

measurement of quanta
X X|Z|2Z2 | X
1 110110

}

Presence of Eve ‘disproven’

Communicate remaining
bases to Alice




BB84 (Procedure)

Alice

/ 2o

Preparation, transmission and

measurement of quanta
X X|Z|2Z2 | X
1 110110

}

Presence of Eve ‘disproven’

Communicate remaining
bases to Alice

Fill in




BB84 (Procedure)

Alice

/ 2o

Preparation, transmission and

measurement of quanta
X X|Z|2Z2 | X
1 110110

}

Presence of Eve ‘disproven’

Communicate remaining
bases to Alice

Fill in




BB84 (Procedure)

Alice

/ 2o
Preparation, transmission and
measurement of quanta
X X|Z|2Z2 | X
1 110110
Presence of Eve ‘disproven’ > Communicate remaining

bases to Alice

Fill in




BB84 (Procedure)

Alice

/ 2o
Preparation, transmission and
measurement of quanta
X X|Z|2Z2 | X
1 110110
Presence of Eve ‘disproven’ > Communicate remaining

bases to Alice

Fill in




BB84 (Procedure)

Alice

/ 2o

Preparation, transmission and

measurement of quanta
X X Z | X
1 1 110

Communicate which
measurements form key

}

A

Presence of Eve ‘disproven’

Communicate remaining

bases to Alice

Z | X|Z | X | X | X

Z | X

111111010

Fill in

?10




Questions?



